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Choose the most suitable answer from (1,¢ following options. (1420-20)
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Which of the fellowing 18 not an approach 1o com urer securim?
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{a) Reactve approac h [Uﬁﬁ? i Eﬁﬂ‘ﬂ“h () Anticipatory spproach |T§dfjf|'.'f-"ﬁ1 ?fEHfTL'?]

(b) Proactive approach [Qﬂfﬂ'{ﬂ -‘:@mfl () Al of the .1';:uu: :GTH‘TH?I?FHJ

il Which 15 the operational model of network Recurnty? rlTaﬂrcL LittdiEeal ﬂﬁlﬂﬁ-ﬁ HIEA a7 E’ ?)
{21 CIA Trad (CIA famm . ) (c) Bell - La Padula Model (22 - @T0Iel a5t
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iil.  Symmetric key enplography uses the same key for which of the fol lowing?
(e it itafaa, Fafilea 3 2 e R wmad @ gmmawm )
(s) Encryption and decryption (R 3R [T (¢) Dara transmussion (ST TN,
(b} Data compression (S21 HET) (d) Data storage (321 3713

Assymetnic key cryplography vses different keys for which of the following?
(e ol MR Rafefa o e R srem. srem g a guam s )
a) Encryption and decryption B AE| AR mﬁj (¢) Data transmission (ST et

(b} Data compression (€T 4 (d) Dat storage {'3?1 ??ﬁTrT;

v. What1s the mathematics of cryptography used for? q‘_ﬂﬁ:l faam &1 7o [ fere I frm s ?3}

(3) To encrypt data (Se1®1 E%Eﬂ:?’q &:'fc‘rm _
(b} To crock encryption (BI-HA @1 37 %3 & )
(€) To aralyze encrypted dawa (W30S S @1 fawenw &3 & Rigy

(d) All of the above (JYTdA '\‘Fﬁ,l

YL Which of the following is a block cipher mode used in DFS? __
(Fafeifea & & = 1 prs 3 gwum R o ard st aEw s )
fa) ECB (b) CBC (c) CFB (d) OFB

iv.

Vil Blowfish is used in pratlice for which of the following?
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(c) Datn compression
(b) Data transmissian (321 gf?lfﬁrm; (d) Data storage ':gaﬁﬁﬂj
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(2) Data encryption (b} Data transmission ltl;gffr:nﬂ;q' elisiE et
(Ea i) @agiaime (il e RN
, b ric ey U R IRC Sl
L What are cryptographic hush functions used fin? Iﬂmmfr"ﬁ v () Data integmity ver

i i (¢) Data compression bt B E
I‘!}g%i—',;::ﬁw"m :-zj."l;:ﬂl::“n'irﬂ'sfﬁ“!mn ;"3’1'1 Faran) (el Tﬁ METT
(Gel Ll i L X
H r s ;\-ﬂﬁtf-'f Tl b -’I
sk Which hashing scheme belotigs 1o the SHA f&mﬂ;"le'T - efar Hnr;f”hme {H‘mﬂ'ﬁ i
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wiil  Which encryplion algorithm is Fﬂm""”d with AL'S in the overview of Pajndacl?
fro2el & e T AES & W gern A a9 . ofare genfies 27)
(2IRSA (b) DES o) Mawfish @en far (d) RCA

Internet secunty protocols include which of the following?
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(2) SSL (b) TSL (c) TSP (d) All of the above (FTHTE &30
a1, What are the types of attacks on computers and computer security?
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0.2 Whatis SSL (Secure Socket Layer) and how does it provide security for web communication:
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Discuss the mathematics of cryptography and its role In scCure commumication
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What are the different types of attacks that can be launched on compuler
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04 Explore the application of DSS (Digital Sigrature Algonthmjand DSA (Dagrial Signature

Algonthm) in secure communication )
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Cumpare the SHA family hashing schemes with MAC (Message Authentication Code) for data
integrity verification. . X -
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05 Explain the concept of ¢ ' : : : :
~ ! ryptographic hash functions and their applications in data secunty.
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Explain the concept of imternet securi y protocals and the role of SSL/TLS in secure web
commumication.
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Q.6 Explun the concept of symmetric key TyPtography and its application in secure communication 4
s ¥
(e @ FEprmes) & sraureon oty

A& T W 53 3! 3 s Y
OR (37aT)
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Q.7 Explam the operational model of network security and its com
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Explain the concept of computer secutity and the need for Secunity in compuler systems, 6
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